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1	Decision/action requested
Endorse the detailed proposal on UE capabilities indication in UPU
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3	Rationale
3.1	LS:s on UE capabilities for UPU
SA2 has decided to use the UPU procedure for sending new parameters to the UE. SA2 LS [1] states: 
Taking into account that support for the new parameters that SA2 agreed to be provisioned with UPU are going to become optionally supported in the UE, there is a need for an indication of UE support for each of these new parameters to UDM. For the case of provisioning of SNPN credentials, SA2 has not reached consensus whether the intermediate node (AMF) should be aware of the UE and network capabilities. 
and further:
ACTION: 	SA2 asks CT1 and SA3 to find a solution for capability negotiation for the parameters contained in UPU procedure in rel.17. 
CT1 replies in [2]: 
CT1 would like to inform SA2 and SA3 that CT1 sees as feasible that the Rel-17 UE informs the Rel-17 UDM about the supported UE parameters update data set types excluding "routing indicator update data" and "default configured NSSAI update data":
Alternative-1: in the UPU transparent container carrying the UPU acknowledgement; or
Alternative-2: in the registration request message during the registration procedure.
These alternatives have been analysed and discussed during the last two SA3 meetings, see [3] and [4]. No conclusion has been made and no reply LS has been sent.
SA2 has now given CT1 the task of developing a solution [5]:
SA2 suggests CT1 to take the lead and progress the standardization of the functionality, also taking SA3 input into consideration. 
Hence CT1 has the lead on this but might still need SA3 input. 
3.2	LS:s on UE capabilities for SoR
In [6] CT1 writes:  
CT1 would like to ask SA3:
	- whether the "ME support of SOR-CMCI" indicator in the SOR header of the SOR transparent container carrying the UE acknowledgement, needs to be integrity protected between the UE and the HPLMN;
	- if deemed necessary, to specify a backward compatible mechanism enabling integrity protection between the UE and the HPLMN of:
-	the SOR header of the SOR transparent container carrying the SOR acknowledgement; and
-	fields, if any, placed after the SOR-MAC-Iue in the SOR transparent container carrying the SOR acknowledgement.
3.3	Goal
This discussion paper aims at providing background discussion for reply LSs to be sent to SA2 and CT1 replying to [1] and [2]. 

4	Discussion
4.1	Protection of UE Capabilities Indication
According to S2-2101072 [1], it is required that the UE provides its UE capabilities indication regarding support of additional UPU data from the HN to the UE (e.g. NSSAA credentials, PDU authentication credentials, Preferred SNPN and Group ID list). 
This leads us to the main issue scope of this discussion paper regarding how the UE can inform the HN of its capabilities and if this capability transfer needs integrity protection in the first place. 
Mind that the additional field that CT1 has identified as potentially requiring integrity protection in the SOR acknowledgement response sent by the UE to the HN (i.e. "ME support of SOR-CMCI") [6], can be considered as a kind of UE capability indication in relation to SoR procedure. Therefore the recommendation agreed in SA3 should apply for both discussions. 
The interest that a SN may have today to tamper or discard these UE capabilities may be questionable. CT1 LS [6], indicates already the effects that tampering or discarding this information would have on the SoR service. However, we cannot estimate all future potential updates to these procedures, we cannot know whether these capabilities or any other information required to the UE to be provided to the HN will become sensitive at some point so that a SN may be interested to be able to modify or remove them. To cater for all future additions of parameters to SoR and UPU, it could be a good time to add the possibility to integrity protect any information (e.g. UE capabilities) that the UE would need to update in the HN.  
Proposal 1: From security perspective, the UE capabilities indication sent by UE in the context of SoR and UPU procedures shall be protected from tampering and discarding. Furthermore, it seems like a good general principle to integrity protect any data sent from the UE to the HN which might be tampered or discarded by the SN.  
4.3	Alternatives for UE Capability Negotiation for UPU
The two alternatives provided by the CT1 LS [2] have been analysed already in [3] and [4]. In [4] a third option was brought introducing a new type of procedure (HoPU) where the UE initiates sending data in an integrity protected manner to the HN. 
The conclusion in [4] was that alternative 1 was the most suitable method. One reason for this is also the similarities with the related request on SoR-CMCI. The method for UE capability transfer could be applied also for integrity protection of the SoR-CMCI indicator.

5 	Detailed proposal
It is proposed that:
· SA3 recommends to integrity protect the UE capabilities that are provided by the UE to the HN in the context of SoR and UPU procedures. This includes the protection of the "ME support of SOR-CMCI" indicator in SoR acknowledgement responses as required by CT1 in [6], and the UE capability negotiation for the parameters contained in UPU procedure as required by SA2 in [1].
· The integrity protection of the UE capability for UPU is specified according to alternative 1 (“Extended UPU procedure”) which can be also adapted for SoR.
· Reply to the LSs in [1] and [2]. A draft LS reply is provided in [7].


